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Abstract 

A cloud service that supports convenient, reliable on-demand access to a configured pool of shared 

database resources is cloud database services. The adoption of cloud services by users, in addition 

to the relationship between cloud service users and providers are usually challenged by issues of 

trust. Concerns for trustworthiness on the part of users and providers have militated expected 

growth in adoption of cloud services by enterprises. In cloud computing generally, it is usually a 

case of limited trust or no trust at all between the cloud service user and its provider. In this paper, 

trust management architecture between providers and users that is based on records of reputation 

in cloud database service transactions is proposed. The architecture is composed of a trust 

manager designed based on Weighted majority algorithm (WMA) was used to determine the level 

of trustworthiness both on side of users and provider, hence, it is two-sided. Furthermore, Virtual 

Private Network (VPN) was integrated into the architecture to facilitate secured SQL calls 

communication between the two ends across the service. Implementation results of the proposed 

architecture show that the proposed architecture has capability for detecting 80% availability, 80% 

of reliability, and 60% of survivability of providers trustworthiness and 5 post session attack, 1 

neighbour attack, and 2 dirty data  of  users trustworthiness. 

 

Keywords: Reputation cloud database service, trust management; cloud service provider; cloud 

users. 

1. Introduction 

Cloud database service as one of the cloud 

services through which a provider creates data 

and offers it as a service to consumers [1]. In 

cloud database service, databases are configured 

for service on provider’s infrastructure to 

facilitate data transfer between the provider and 

the consumers.  Interactions between a provider 

and consumers on cloud database service are 

usually characterized with great suspicions and 

data security issues. Transactions between the 

cloud database service provider and their 

consumers could be made more effective and 

reliable with a robust trust management model. 

As cloud services continue to emerge, and more 

and more people adopt it, its security in terms of 

trustworthiness on the part of the service 

provider and users would continue to be an 

important research issue because of the low-cost 

provisioning capability of the cloud services. In 

this paper, an end-to-end (i. e two-end) 

reputation trust management architecture is 

proposed. The paper is organized as follows; 

Section II reviews the related work, section III 

explains the method for the proposed 

architecture, section IV gives the 

implementation results, section V discusses the 

results of implementation, while section VI 

concludes the work. 
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1.1 Related Work 

Mohammed et al. [2] investigated some of the 

existing trust models and how they have been 

applied in distributed systems. The investigated 

trust models were evaluated with reference to 

how capable, how implantable, and how 

applicable they are in heterogeneous 

environments [2]. Mohammed et al. [2] could 

not provide strong basis for trust models in the 

cloud. Multi-dimensional approach trust 

management system architecture for a cloud 

computing service was proposed by [3]. The 

proposed trust management system used 

security, performance, compliance as 

parameters for determining trustworthy cloud 

providers using. Chong  et al.[4] also proposed 

an ensemble approach to  trust  management  

system  architecture  for  cloud  computing  

marketplaces for the purpose of  in 

distinguishing trustworthy cloud providers. 

Chong et al. [4] identified main threats to a trust 

system and introduced ways for handling them. 

The desired framework to determine the 

trustworthiness of a trust management system 

to decide whether or not to proceed with a 

transaction was described[4]. The framework by 

[4] served as the basis of an approach for 

filtering out malicious feedbacks and a trust 

metric to evaluate the trustworthiness of service 

provider. Their results showed that the proposed 

trust management architecture is effective in 

identifying risky transaction in electronic market 

places. In [5] a “trust as a service” framework to 

enhance trust management on cloud platform 

was presented. In [5] an adaptive credibility 

model that differentiates between reliable trust 

feedbacks and unreliable feedbacks from cloud 

service users was presented [5]. In [6] enhanced 

trust path between two entities in cloud 

computing environment was introduced. It was 

posited in [6] that the security of the resources 

as well as the authentication of the user was 

strengthened through the strong trust path 

between user and provider they built. However, 

cloud database service was not considered in its 

implementation. A retrospective study on digital 

trust for trust management system was 

presented by [7]. This contribution gave digital 

analyses of trust mechanisms and reviewed the 

existing models in trust management. The work 

was however limited to review and did not apply 

to cloud database service [7]. 

[8] proposed a new cloud trust model. In [8], 

an architecture was proposed to monitor from 

time to time, information stored in the cloud, 

and behaviour of service provider. The 

architecture was based on trust-based protocol 

and encryption concepts to ensure cloud data 

integrity. Solution for determining a measure of 

privacy and analysis for calculating score level of 

trustworthiness was introduced by [9]. 

Reference model for trustworthiness, privacy 

model instance, and a privacy monitoring and 

assessment component are the components of 

the solution offered. The solution 

implementation offered a system capable of 

monitoring privacy-related information and 

performing analysis based on privacy scores for 

eight different dataset [9]. Talal et al., 2016 in 

[12] introduced a reputation–based trust 

management solution called CloudArmor. 

CloudArmor as a trust service model offers its 

services with components like a protocol to 

prove the credibility of trust feedbacks and 

preserve users’ privacy, an adaptive and robust 

credibility model for measuring the credibility of 

trust feedbacks to protect cloud services from 

malicious users and to compare the 

trustworthiness of cloud services, and an 

availability model to manage the availability of 

the decentralized implementation of the trust 

management service [10]. 

 

2. Materials and Method 

2.1 The Proposed Architecture 

The trust management architecture proposed 

in this paper takes into consideration the trust 

elements from both ends: the cloud providers’ 

side and the users’ side. Consequently, it is 

referred to as a two-end reputation trust 

management system. 

The proposed architecture shown in Figure 3 

is composed of the user, the Virtual Private 

Network (VPN) structure (Fig. 1), and the users’ 

trust elements (i.e. dirty data, past session 

attack, neighbour’s attack as part of Fig.2), the 
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provider’s trust elements, and provider’s cloud 

database service. 

The cloud service provider module includes 

the cloud database service, the provider’s trust 

element (i.e. availability, survivability, and 

reliability) and the cloud infrastructure. Figure 2 

represents the trust manager module which 

serves as the intermediary between the cloud 

user and the provider. It determines the 

eligibility of either the user or cloud provider to 

either use the service or render the service. 
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Figure 2: Trust Management Module 

 

Figure 1 shows the Virtual Private Network 

(VPN) module that facilitates the sending and 

receiving of SQL query call from the SQL cloud 

service. It is introduced in the proposed 

architecture to ensure a level of secured 

communications between the service user and 

the SQL service, connecting to the service from 

an open cyberspace technology such as the 

internet. VPN module is made up of VPN client, 

firewall, and VPN server. Session keys are also 

important components of the VPN module used 

to ensure secured communications between the 

SSH (secured socket shell) client and the SSH 

(secured socket shell) server. In Figure 2, dirty 

data, past session attack, and neighbour’s attack 

denote the trust attribute that the cloud user 

possess while the Availability, Reliability and 

Survivability are regarded as the trust attributes 

that the cloud database service provides. The 

trust manager module as shown in Figure 2 is 

the module that monitors, assesses, certifies and 

determines the trustworthiness of either the 

cloud user or cloud database provider. The users 

in the proposed architecture shown as part of 

Figure 3 denotes any customer that makes 

demands on the cloud database service at any 

point in time. 

 

2.2 The Proposed Scheme 

The proposed trust management scheme in 

the architecture described in Figure 3 which in 

itself is composed of Figure 1 and Figure 2 

described in preceding section is a two- sided 

one. The first end is the users’ end while the 

second end is that of the provider’s end. In the 

proposed scheme which is integrated into the 

trust manager as shown in Figure 2, records of 

trust attributes presented by a group of users 

are monitored and kept by the trust manager for 

a period of time while all user-customer cloud 

service interaction lasts. At the same time, the 

records of trust attributes presented by a group 

of cloud database service providers are also 

monitored and kept for the same period of time. 

Weighted majority algorithm (WMA) [11] was 

applied in the trust manager as a classifying 

algorithm between trust worthy user/providers 

and those not trustworthy. It was assumed that 

the problem of classifying is a binary decision 

problem, and so a positive weight was assigned 

to each of the occurrences for both users and 

providers attributes by the trust manager 

through weighted majority algorithm. The trust 

manager then collected weighted votes from all 

the captured uses and provider attributes to 

determine which of them has a higher vote. The 
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one with the higher votes is then considered to 

be more trustworthy. Therefore, the maximum 

number of trustworthy votes from the total 

number of attributes from the users and 

providers can be represented by equation 1. 

 

TsTp= (log|TsTp|+t)                         (1) 

 

where Ts is the set of attributes for users, Tp is 

the set of attributes for providers, and t is the 

measure of users and providers trustworthiness.  

At regular interval of time, the trust attributes of 

the users and the providers are assessed and 

measured to determine their level of 

trustworthiness, using a particular set threshold 

value. It is only when the threshold value is met 

by both user (or customer) and the service 

provider before they could be both be regarded 

as being trustworthy. Let trust attributes for 

users be given as  set Ts= {ts1, ts2,...tsn} and trust 

attributes for  providers be given as  set Tp={tp1, 

tp2,…tpn}. It can be said that a binary relation R 

exists between the users trust attributes and 

providers attributes represented by Ts and Tp 

respectively and denoted by (Ts, Tp)  R.  Then a 

binary relation from Ts to Tp is a set of R of 

ordered pairs where the first element ts1 is taken 

from Ts, and the second element tp1 is taken from 

Tp. It is obvious that the relations between the 

user attributes set Ts and providers attributes set 

Tp must be reflexive for them to be trustworthy.

 
Figure 3: Proposed Architecture for Trust 

Management System 

 

It is noted that if (Ts.Tp)  R and (Tp, Tf) R, then 

(Ts, Tf)  R2. Since R2  R then R is transitive. 

Assume that ( Ts, Tp)  R, using inductive  

hypothesis,  Rn+1   R, R  Rn+1 = Rn  R is 

consequently reflexive. 

 

2.3 Implementation 

Experiment to implement the trust 

management scheme described in section 3.1 is 

discussed in this section. The setup for the 

experiment include the creation of an instance 

of cloud virtual machine, with web server and 

MySQL database server for cloud database 

service installed on it. This was used as the 

platform for cloud database service provider. 

The virtual machine created was an ubuntu 

server 14.04 LTS m1.medium Image with other 

specifications such as 512MB RAM, 1VCPU, and 

5GB Hard Disk. The setup for the cloud service 

user was developed with a Java application to 

make SQL query call to the cloud database 

service on a provided existing cloud 

infrastructure. The proposed scheme was also 

developed with Java to test for post session 

attack, neighbour’s attack, measure of dirty data 

introduced as attributes for users while 

availability, reliability and   survivability were 

defined in the scheme for providers’ attributes. 

This was integrated into the cloud database 

service setup as a middleware. After the setup 

for the user, service provider and the proposed 

scheme was 

integrated. The system was allowed to run for 

4 weeks in a manner in which the five (5) 

different users made ten (10) different SQL 

query calls on five (5) different service providers. 

Table 1 shows the user attributes values 

obtained from the experiments, while Table 2 

represents the trust values obtained from 

providers interaction with their users in the 

experiment. 

Table 1: User trust attributes values 
User/Customer Post-Session 

Attack 

Neighbour 

Attack 

Dirty 

Data 

User 1 2 0 2 

User 2 5 1 2 

User 3 1 0 0 

User 4 1 1 1 

User 5 1 0 2 
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Figure 4 depicts the user trust attributes in terms 

of post session attack, neighbor attack, and dirty 

data values by different users. Figure 5 also 

represents the values presented by different 

service providers in terms of their availability, 

reliability, and survivability. 

Table 2: Providers trust attributes values 
Service 

Provider 

Availability (%) Reliability (%) Survivability (%) 

Provider 1 50 70 45 

Provider 2 60 65 50 

Provider 3 50 50 45 

Provider 4 70 25 50 

Provider 5 80 80 60 

 

 

 

 
Figure 4:  User trust attributes representation 

 

 

 
Figure 5: Providers trust attributes 

representation 

 

 

3.0 Results and Discussion 

At the end of the 10 SQL query calls made by 

user1, there was 2 post session attack, no  

neighbour attack and  two dirty data introduced.  

For user2 5 post session attack 1 neighbour 

attack, and 2 dirty data was observed. For user3 

we had 1 post session attack, no neighbour 

attack, and no dirty data. With user4 1 post 

session 1, 1 neighbour attack, and 1 dirty data. 

For user5 we had 1 post session attack, no 

neighbour attack, and  2 dirty data. This is shown 

in Table 1. Table 2 represents the providers 

results values. Provider1 presented availability 

measure of 50% reliability measure of 70% and 

45% survivability. Provider1 has 60% availability, 

65% reliability and 50% survivability. Provider3 

presented 50% availability, 50% reliability and 

45% survivability. Provider4 had 70  availability, 

25 % reliability and 50% survivability. Provider4 

had 80% availability, 80 % reliability and 60% 

survivability. With the average of 80% 

availability, 80% reliability, and 60% survivability 

of providers trustworthiness and 5 post session 

attack, 1 neighbour attack, and 2 dirty data of 

users trustworthiness from the results, it shows 

that the proposed architecture has the capability 

to determine the level of trustworthiness on 

both the user and providers side suitable enough 

to determine whether the user would be 

trustworthy to transact with the provider, and 

vice-versa. 

 

4.0 Conclusion 

In cloud database service, databases are 

configured and offered to users on-demand from 

providers infrastructures. For cloud database to 

be regarded as a worthwhile service by cloud 

critics, the issues of security and/or trust 

between the users and providers of such system 

must be addressed. In  this paper, an 

architecture for trust management system is 

proposed. To the best of our knowledge, this is 

the first research effort that sought to provide 

solutions to the problem of trust from both ends 

of a cloud database service. Most of the existing 

architectures or models have only concentrated 

on trust models or architecture for either the 

user end or the providers end of cloud service. 

The implementation results show that the 

proposed architecture has capability for 

detecting 80% availability, 80% of reliability, and 

60% of survivability of providers trustworthiness 

and 5 post session attack, 1 neighbour attack, 

and 2 dirty data of users trustworthiness. Future 

work on this research would be geared towards 
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applying machine learning techniques in the 

design of trust management systems in cloud 

database services. 
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